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EXHIBIT D 

 

WITNESSETH: 

 

HIPAA BUSINESS ASSOCIATE AGREEMENT 

 

This HIPAA Business Associate Agreement is entered into by and between the City of San 

Antonio (“Covered Entity”), and Concentra Medical Centers, a Business Associate (“BA”). 

 

WHEREAS, the City of San Antonio and BA have entered into a Professional Services Contract 

(“Service Contract”), executed on January 26, 2016, whereby BA provides occupational health 

services to the Covered Entity; and 

 

WHEREAS, Covered Entity and BA may need to use, disclose and/or make available certain 

information pursuant to the terms of the Service Contract, some of which may constitute 

Protected Health Information (“PHI”); and 

 

WHEREAS, Covered Entity and BA intend to protect the privacy and provide for the security of 

PHI disclosed to each other pursuant to the Service Contract in compliance with the Health 

Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”) and 

regulations promulgated thereunder by the U.S. Department of Health and Human Services (the 

“HIPAA Regulations”) and other applicable laws; and 

 

WHEREAS, the purpose of this Agreement is to satisfy certain standards and requirements of 

HIPAA and the HIPAA Regulations, including, but not limited to, Title 45, Section 164.504(e) 

of the Code of Federal Regulations (“C.F.R.”), as the same may be amended from time to time; 

 

NOW THEREFORE, for good and valuable consideration, the receipt and sufficiency of which 

are hereby acknowledged, the Parties, intending to be legally bound, hereby agree as follows: 

 

A. Definitions.  For the purposes of this Agreement, the following terms have the meanings 

ascribed to them: 

 

(1) “Disclosure” with respect to PHI, shall mean the release, transfer, provision of access 

to or divulging in any other manner of PHI outside the entity holding the PHI. 

 

(2) “Individual” shall have the same meaning as the term "Individual" in 45 C.F.R. 

164.501 and shall include a person who qualifies as a personal representative in 

accordance with 45 C.F.R. 164.502(g). 

 

(3) “Parties” shall mean Covered Entity and BA.  “Business Associate” shall generally 

have the same meaning as the term “business associate” at 45 CFR 160.103.  “Covered 

Entity” shall generally have the same meaning as the term “covered entity” at 45 CFR 

160.103. 

(4) "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable 

Health Information at 45 C.F.R. part 160 and Part 164, subparts A and E. 
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(5) “Protected Health Information” or “PHI” shall have the same meaning as the term 

"protected health information" in 45 C.F.R. 164.501, limited to the information created or 

received by BA from or on behalf of Covered Entity.   

(6)  "Required By Law" shall have the same meaning as the term "required by law" in 45 

CFR § 164.501. 

 

(7)  "Secretary" shall mean the Secretary of the Department of Health and Human 

Services or his designee. 

 

(8)  “PHI Breach” shall mean an acquisition, access, use, or disclosure of PHI in a 

manner not permitted by the Privacy Rules and such action compromises the security or 

privacy of the PHI. 

 

B. BA Obligations and Activities.  BA agrees that it shall: 

 

(1) Not use or disclose the PHI other than as permitted or required by this Agreement or 

as Required by Law; 

 

(2) Establish and maintain appropriate administrative, physical, and technical safeguards 

that reasonably and appropriately protect, consistent with the services provided under this 

Agreement, the confidentiality, integrity, and availability of the electronic protected 

health information that it creates, receives, maintains, or transmits on behalf of Covered 

Entity; 

 

(3) Mitigate, to the extent practicable, any harmful effect that is known to BA of a use or 

disclosure of PHI by BA in violation of the requirements of this Agreement; 

 

(4) Report to Covered Entity any use or disclosure of PHI of which BA is aware or 

becomes aware that is not provided for or allowed by this Agreement as well as any 

security incident that BA becomes of aware of; 

 

(5) Ensure that a business associate agreement is in place with any of its agents or 

subcontractors with which BA does business and to whom it provides PHI received from, 

created or received by BA on behalf of Covered Entity are aware of and agree to the 

same restrictions and conditions that apply through this Agreement to BA with respect to 

such information, and further agree to implement reasonable and appropriate 

administrative, physical and technical safeguards to protect such information; 

 

(6) Provide access, at the request of Covered Entity, and in a reasonable time and manner 

as agreed by the Parties, to PHI in a Designated Record Set to Covered Entity or, as 

directed by Covered Entity, to an Individual in order to meet the requirements 45 C.F.R. 

§164.524; 

(7) Make any amendment(s) to PHI in a Designated Record Set that the Covered Entity 

directs or agrees to pursuant to 45 C.F.R. 164.526 at the request of the Covered Entity or 

an Individual, and in a reasonable time and manner agreed to by the Parties; 

(8) Make available to the Covered Entity or to the Secretary of the U.S. Department of 

Health and Human Services all internal practices, books and records, including policies 

and procedures and PHI, relating to the use and disclosure of PHI received from, or 

created or received by the BA on behalf of the Covered Entity, for purposes of the 
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Secretary of the U.S. Department of Health and Human Services in determining Covered 

Entity’s compliance with the Privacy Rule; 

 

(9) Document such disclosures of PHI, and information related to such disclosures, as 

would be required for Covered Entity to respond to a request from an Individual for an 

accounting of disclosures of PHI in accordance with 45 C.F.R. 164.528; 

 

(10) Provide Covered Entity or an Individual, in a reasonable time and manner as agreed 

 to by the Parties, information collected in accordance with Section B(9) of this 

Agreement, to permit Covered Entity to respond to a request by an Individual for an 

accounting of disclosures of PHI in accordance with 45 C.F.R. 164.528. 

 

(11) Will immediately, and in no event later than 48 hours of discovery, notify Covered  

Entity of any breach of PHI and will coordinate with Covered Entity to identify, record, 

investigate, and report to an affected individual and US Department of Health and Human 

Services, as required, any covered PHI breach.  

 

(12)  Comply with all HIPAA Security Rule requirements. 

 

(13)  Comply with the provisions of HIPAA Privacy Rule for any obligation Covered 

Entity delegates to BA. 

   
C. Permitted Uses and Disclosures by BA 

 

(1) Except as otherwise limited in this Agreement, BA may use or disclose PHI to perform 

functions, activities, or services for, or on behalf of, Covered Entity as specified in the 

Service Contract, provided that such use or disclosure would not violate the Privacy Rule if 

done by Covered Entity.  

 

(2) Except as otherwise limited in this Agreement, BA may disclose PHI for the proper 

management and administration of the BA, provided that disclosures are Required By Law, 

or BA obtains reasonable assurances from the person to whom the information is disclosed 

that it will remain confidential and used or further disclosed only as Required By Law or for 

the purpose for which it was disclosed to the person, and the person notifies the BA of any 

instances of which it is aware in which the confidentiality of the information has been 

breached.  

 

(3) Except as otherwise limited in this Agreement, BA may use PHI to provide Data 

Aggregation Services to Covered Entity as permitted by 45 C.F.R. 164.504(e)(2)(i)(B). 

 

(4) BA may use PHI to report violations of law to appropriate Federal and State authorities, 

consistent with 45 C.F.R. 502(j)(1). 

 

D. Obligations of Covered Entity. Covered Entity shall inform BA of its privacy practices and 

restrictions as follows.  Covered Entity shall: 

 

(1) notify BA of any limitations in its notice of privacy practices in accordance with 

45 C.F.R. 164.520, to the extent that such limitation may affect BA's use or disclosure 

of PHI;   
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(2) notify BA of any changes in, or revocation of, permission by any Individual to use 

or disclose PHI, to the extent that such changes may affect BA's use or disclosure of 

PHI; 

 

(3) notify BA of any restriction to the use or disclosure of PHI that Covered Entity 

has agreed to in accordance with 45 C.F.R. 164.522 to the extent that such changes 

may affect BA's use or disclosure of PHI. 

 

(4)  coordinate with BA regarding any PHI breach and make timely notification to 

affected individuals within 60 days of discovery. 

 

E. Permissible Requests by Covered Entity.  

 

Covered Entity shall not request BA to use or disclose PHI in any manner that would not 

be permissible under the Privacy Rule if done by Covered Entity, except that the 

Business Associate may use or disclose PHI for data aggregation or management and 

administrative activities of the BA. 

 

F. Term and Termination. 

 

(1) The term of this Agreement shall commence on the date on which it is fully 

executed or contract start date of March 1, 2016, whichever is later.  This 

Agreement shall terminate when all PHI encompassed by this Agreement is 

destroyed or returned to Covered Entity or, if it is infeasible to return or destroy 

the PHI, protections are extended to such information in accordance with the 

termination provisions in this Section. 

 

(2) Termination for Cause.  Upon Covered Entity's knowledge of a material breach 

by BA, Covered Entity shall either (a) provide an opportunity for BA to cure the 

breach in accordance with the terms of the Service Contract or, if the BA does not 

cure the breach or end the violation within the time for cure specified in the 

Service Contract, end the violation and terminate this Agreement and the Service 

Contract; or (b) immediately terminate this Agreement and the Service Contract if 

BA has breached a material term of this Agreement and cure is not possible.  If 

neither termination nor cure is feasible, Covered Entity shall report the violation 

to the Secretary of the U.S. Department of Health and Human Services. 

 

(3) Effect of Termination. 

 

(a) Except as provided below in paragraph (b) of this Section F(3), upon 

termination of this Agreement for any reason, BA shall return or destroy 

all PHI received from the Covered Entity, or created or received by BA on 

behalf of Covered Entity.  This provision shall apply to PHI that is in the 

possession of BA or its subcontractors or agents.  BA shall not retain any 

copies of PHI. 

 

(b) In the event that BA determines that returning or destroying PHI is 

infeasible, BA shall provide to Covered Entity written notification of the 

condition that makes the return or destruction of PHI infeasible.  Upon 

BA's conveyance of such written notification, BA shall extend the 
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protections of this Agreement to such PHI and limit further uses and 

disclosures of such PHI to those purposes that make its return or 

destruction infeasible, for so long as BA maintains such PHI. 

 

(4) Notwithstanding any other provision under this Agreement, the Parties agree that 

the Service Contract may be terminated by either Party without penalty should the 

other Party violate a material obligation under this Agreement. 

 

G. Amendment to Comply with Law.  The Parties agree to take written action as is necessary to 

amend this Agreement to comply with any Privacy Rules and HIPAA legal requirements for 

Covered Entity without the need for additional council action. 

 

H. Survival.  The respective rights and obligations of the BA under Sections B, C(2) and (4), 

and F(3) shall survive the termination of this Agreement.  

 

I. Interpretation.  Any ambiguity in this Agreement shall be interpreted to permit Covered 

Entity to comply with the Privacy Rule. 

 

J. Regulatory References.  A reference in this Agreement to a section in the Privacy Rule 

means the section as in effect or amended. 

 

K. No Third Party Beneficiaries.  Nothing express or implied in this Agreement is intended to 

confer, nor shall anything herein confer upon any person other than Covered Entity, BA, and 

their respective successors or assigns, any rights, remedies, obligations, or liabilities 

whatsoever. 

 

L. INDEMNIFICATION.  BA WILL INDEMNIFY, DEFEND AND HOLD COVERED 

ENTITY AND ITS OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUCCESSORS 

AND ASSIGNS HARMLESS, FROM AND AGAINST ANY AND ALL LOSSES, 

LIABILITIES, DAMAGES, COSTS AND EXPENSES ARISING OUT OF OR RELATED 

TO ANY THIRD-PARTY CLAIM BASED UPON ANY BREACH OF THIS 

AGREEMENT BY BA IN ACCORDANCE WITH THE INDEMNITY PROVISIONS IN 

THE SERVICE AGREEMENTS, WHICH ARE HEREBY INCORPORATED BY 

REFERENCE FOR ALL PURPOSES. 

 

M. Reimbursement.  BA will reimburse Covered Entity for reasonable costs incurred 

responding to a PHI breach by BA or any of BA’s subcontractors.  

N. Waiver.  No provision of this Agreement or any breach thereof shall be deemed waived 

unless such waiver is in writing and signed by the party claimed to have waived such 

provision or breach.  No waiver of a breach shall constitute a waiver of or excuse any 

different or subsequent breach. 

O. Assignment.  Neither party may assign (whether by operation of law or otherwise) any of its 

rights or delegate or subcontract any of its obligations under this Agreement without the prior 

written consent of the other party.  Notwithstanding the foregoing, Covered Entity shall have 

the right to assign its rights and obligations hereunder to any entity that is an affiliate or 

successor of Covered Entity, without the prior approval of Business Associate. 

P. Entire Agreement.  This Agreement constitutes the complete agreement between Business 

Associate and Covered Entity relating to the matters specified in this Agreement, and 
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supersedes all prior representations or agreements, whether oral or written, with respect to 

such matters.  In the event of any conflict between the terms of this Agreement and the terms 

of the Service Contracts or any such later agreement(s), the terms of this Agreement shall 

control unless the terms of such Service Contract comply with the Privacy Standards and the 

Security Standards.  No oral modification or waiver of any of the provisions of this 

Agreement shall be binding on either party.  This Agreement is for the benefit of, and shall 

be binding upon the parties, their affiliates and respective successors and assigns.  No third 

party shall be considered a third-party beneficiary under this Agreement, nor shall any third 

party have any rights as a result of this Agreement. 

Q. Governing Law.  This Agreement shall be governed by and interpreted in accordance with 

the laws of the State of Texas.    

 

 EXECUTED to be effective March 1, 2016, by the City of San Antonio, signing by and 

through its program manager. 

 

 

 

 

 

COVERED ENTITY 

By: City of San Antonio 

BUSINESS ASSOCIATE: 

By: Concentra Medical Centers  

 

By: ____________________________ 

 

By:         

Pat Atkins  

Benefits Administrator                                                                                      

Robert G. Hassett, D.O., MPH 

President, Treasurer and Corporate Secretary 

    

 

 

APPROVED AS TO FORM: 

 

 

 

_____________________________ 

Krista Cover 

Assistant City Attorney 
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