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Executive Summary
 

 
As part of our annual Audit Plan approved by City Council, we conducted a 
follow-up audit of the recommendations made in the Audit of the Finance 
Department’s payroll process.  The audit objectives and conclusions follow: 
 
To determine if action plans resulting from the prior audit have been 
effectively implemented. 
 
Yes, Finance has made progress implementing adequate controls to address the 
recommendations; however, portions of the action plans have yet to be 
completed. 
 
There were two recommendations made in the prior audit report.  Finance has 
strengthened internal controls over the payroll check printing process 
successfully implementing one action plan.  However, the following area has not 
been fully implemented.  
 
Segregation of Duties / Access to SAP 
 
Finance and Human Resources are in the process of removing and creating new 
roles within SAP that would allow for the appropriate segregation of duties 
between Payroll and Human Resource functions.  However, this process has not 
yet been completed and as a result, SAP payroll duties were not properly 
segregated and access rights to modify employee master data, hours worked, 
and run payroll were not properly restricted.  
 
 
Finance and Human Resource Management’s verbatim response is in Appendix 
B on page 6. 
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Background 
 

 
In June of 2014, the Office of the City Auditor completed an audit of the Finance 
Department’s payroll process.  The objective of the audit was as follows: 
 
Are controls over the City’s payroll activities adequate? 
 
The Office of the City Auditor issued a report that found controls over the City’s 
payroll activities were in place and working effectively but did observe areas that 
could be improved.  Specifically payroll duties were not properly segregated and 
access rights were not properly restricted within SAP’s payroll function.  In 
addition, controls over the physical check printing process required 
strengthening.  

 

 

 

 

 

 

 

 

 

 

 

 
 



Follow-Up Audit of Finance Payroll 
  

 

 
City of San Antonio, Office of the City Auditor  2 

Audit Scope and Methodology 
 

 
The audit scope was limited to the recommendations and corrective action plans 
made in the original report from the period of September 2015 through December 
2015. 
 
We interviewed Finance and Human Resources Department management and 
staff to gain an understanding of the payroll process.  We reviewed users and 
roles within SAP with the ability to maintain/update employee data, approve 
hours worked, and process payroll.  In addition, we reviewed the physical check 
printing and payroll disbursement process. 
 
We relied on computer-processed data in the SAP System, the City’s financial 
and accounting system of record.  Our reliance was based on performing direct 
tests on the data rather than evaluating the system’s general and application 
controls. Direct test included evaluating employee access rights and roles within 
SAP.  We do not believe that the absence of testing general and application 
controls had an effect on the results of our audit. 
 
We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our audit results and conclusions based on our audit 
objectives.  We believe that the evidence obtained provides a reasonable basis 
for our audit results and conclusions based on our audit objectives. Our audit 
included tests of management controls that we considered necessary under the 
circumstances. 
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Prior Audit Recommendations and Status 

 
 

A.  Segregation of Duties/Access to SAP 
 
The Director of Finance should complete the creation and implementation of 
rules within SAP for Payroll and HR user access roles so that proper segregation 
of duties is established.  Additionally, access to modify employee master data, 
approve hours worked, and run payroll should be restricted to only those users 
who require such access to perform their job duties. 
 
Status: Not Implemented 
 
Finance and Human Resources are in the process of removing and creating new 
roles within SAP that would allow for the appropriate segregation of duties 
between Payroll and Human Resource functions.   However, this process has not 
yet been completed and as a result SAP payroll duties were not properly 
segregated and access rights were not properly restricted.  
 
Segregation issues between Human Resource and Payroll functions were 
identified.  Specifically, 3 active users have the ability to maintain employee 
data1, transfer and approve hours worked and process payroll.  In addition, 
another 3 active users have access to maintain employee data and process 
payroll.   
 
In addition, at least 46 users have inappropriate access rights to edit employee 
data and 2 active users have inappropriate access to process payroll. 
 
Administrative Directive 7.8d, Access Control, states that a computer user be 
given only the level of access needed to perform their job duties and when 
appropriate access controls will enforce segregation of duties.  Segregating work 
responsibilities helps mitigate an employee’s ability to conceal errors and/or 
conduct fraudulent activities.   
 
Recommendation 
 
The Director of Finance and Human Resources should ensure completion of the 
removal and creation of new roles within SAP so that proper segregation of 
duties is established.  Additionally, access to modify employee data, approve 
hours worked and run payroll should be restricted to only those users  who 
require such access to perform their job duties. 
 

                                            
1 Employee data includes but is not limited to personal data, bank account information, address, 
and basic pay. 
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B.  Physical Check Printing 
 
The Director of Finance should strengthen internal controls over the payroll 
check printing process. 
 
Status: Implemented 
 
Finance management has developed and implemented a new check printing 
process that strengthened internal controls of payroll files and checks.  The 
process is now performed at a secured location under video surveillance.  Check 
stock is stored at Finance until printing begins and if a printing malfunction occurs 
only the files for the checks affected are resent to the printer.    
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Appendix B – Management Response 
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