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	Health Department / CDP
	Software Services Agreement
	1. Definitions. Capitalized terms not otherwise defined in this Agreement shall have the meanings given to them in HIPAA.
	a. "Breach Notification Rule" means the regulations for Breach Notification for Unsecured Protected Health Information published in the Federal Register on January 25, 2013.
	b. "Electronic Protected Health Information" or "EPHI" shall have the same meaning as the term "electronic protected health information" in 45 C.F.R. § 160.103, limited to information that Business Associate creates, accesses, receives, maintains or t...
	c. "Event" shall mean any Use or Disclosure of PHI (defined below) not provided for within this Agreement or otherwise not permitted under HIPAA or other applicable federal or state laws, including, without limitation, a Breach of Unsecured PHI or a S...
	d. "Privacy Rule" means the Standards for Privacy of Individually Identifiable Health Information, codified at 45 C.F.R. parts 160 and 164, Subparts A and E, as currently in effect.
	e. "Protected Health Information" or "PHI" shall have the meaning set forth in the Privacy Rule, limited to the PHI that Business Associate creates, accesses, receives, maintains or transmits on behalf of Covered Entity. PHI includes EPHI.
	f. "Security Rule" means the Standards for Security for the Protection of Electronic Protected Health Information, codified at 45 C.F.R. parts 160 and 164, Subpart C, as currently in effect.
	2. Business Associate's Obligations.
	a. Acknowledgement of HIPAA Obligations. Business Associate acknowledges and agrees that it (i) is a "Business Associate" as defined by HIPAA and, (ii) as a Business Associate, has direct obligations under HIPAA with respect to its Use and Disclosure ...
	b. Privacy Rule Safeguards. Business Associate shall develop, implement, maintain and use administrative, technical and physical safeguards that are appropriate and sufficient to prevent Use or Disclosure of PHI other than as permitted or required by ...
	c. Security Rule Compliance. Business Associate represents and warrants that it is, and for purposes of this Agreement, shall be at all times, fully compliant with all aspects of the Security Rule and has fully implemented Administrative Safeguards, T...
	d. Use and Disclosure of PHI. Business Associate shall not use or disclose PHI other than:  as permitted or required by this Agreement; as required to perform the Services; or as Required by Law. Business Associate shall not use or disclose PHI in any...
	i. Minimum Necessary. In requesting, using, and disclosing PHI to perform the Services or when doing so in accordance with the Privacy Rule for Business Associate's proper management and administration or to carry out its legal obligations, Business A...
	ii. Use or Disclosure of PHI for Business Associate's Proper Management and Administration. As permitted by the Privacy Rule, Business Associate may use PHI to the extent necessary for Business Associate's proper management and administration or to ca...
	iii. Data Aggregation Services. If authorized by the Underlying Agreement, Business Associate may perform Data Aggregation on behalf of Covered Entity.
	iv. De-Identification Services. If authorized by the Underlying Agreement, Business Associate may de-identify PHI in accordance with the de-identification safe harbor of the Privacy Rule set forth in 45 C.F.R. § 164.514(b)(2). Business Associate may n...
	v. Limited Data Set. Business Associate may create a Limited Data Set to perform the Services, provided that Business Associate:
	[a] Does not further use or disclose PHI contained in the Limited Data Set, except as necessary to perform the Services;
	[b] Use appropriate safeguards to prevent the Use or Disclosure of PHI contained in the Limited Data Set other than as provided for by this Agreement;
	[c] Reports to Covered Entity any Use or Disclosure of PHI contained in the Limited Data Set of which Business Associate becomes aware that is not provided for by this Agreement;
	[d] Ensures that any agents or Subcontractors to whom it provides access to the Limited Data Set agree, in writing, to the same restrictions and conditions that apply to Business Associate under this Agreement; and
	[e] Does not re-identify PHI or contact the Individuals whose information is contained within the Limited Data Set.
	vi. Sale of PHI. Business Associate shall not receive direct or indirect payment in exchange for any PHI.
	vii. Marketing. Unless authorized by the Underlying Agreement in order to perform Services on behalf of Covered Entity, Business Associate shall not use or disclose PHI for any marketing purpose.
	viii. Use and Disclosure of PHI for Covered Entity's Privacy Rule Obligations. To the extent this Agreement or the Underlying Agreement requires Business Associate to carry out any of Covered Entity's obligations under the Privacy Rule (including, wit...
	e. Event Reporting.
	i. Unpermitted Use or Disclosure of PHI; Breach of Unsecured PHI. Except as provided in section 2(e)(ii) below, Business Associate agrees to notify Covered Entity of any Event of which it has reasonable suspicion of, or discovers, including any Breach...
	ii. Special Reporting Requirements for Security Incidents. Business Associate agrees to provide notice to Covered Entity in the manner and within the timeframes set forth in section 2(e)(i) above of all Security Incidents that:  [a] result in unauthor...
	f. Event Mitigation. Business Associate shall work diligently and cooperatively with Covered Entity to mitigate promptly, to the extent practicable, any harmful effect that is known to Business Associate of an Event and shall document all mitigation e...
	g. Individual Rights.
	i. Individual Right to Access. Upon request, Business Associate shall provide Covered Entity with the information necessary to respond, within the timeframes Required by Law, to a request from an Individual to access his or her PHI. Business Associate...
	ii. Individual Right to Amend. Within five business days of receipt of Covered Entity's notice to Business Associate of a request from an Individual to amend his or her PHI, Business Associate shall amend such PHI as directed by Covered Entity and pro...
	iii. Individual Right to Request Accounting. Within five business days of Covered Entity's notice to Business Associate of a request from an Individual for an accounting of Disclosures of his or her PHI, Business Associate shall make available to Cove...
	[a] The date of the Disclosure;
	[b] The name of the entity or person who received the PHI, and, if known, the address of such entity or person;
	[c] A brief description of the PHI disclosed; and
	[d] A brief statement of the purpose of such Disclosure that includes an explanation of the basis for such Disclosure.
	h. Agents and Subcontractors. Business Associate shall ensure that any and all of its agents and Subcontractors to whom it provides PHI in connection with the Services, or that create, access, receive, maintain or transmit PHI on behalf of Business As...
	i. Audit. For purposes of determining Business Associate's or Covered Entity's compliance with HIPAA, upon request of Covered Entity or the Secretary of Health and Human Services, Business Associate shall:  (i) make its HIPAA policies and procedures, ...
	j. Record Keeping. Business Associate agrees to implement appropriate record keeping processes to enable it to comply, and to adequately evidence such compliance, with the requirements of this section 2, including, without limitation, the documentatio...
	k.  Identity Theft Prevention Program. Business Associate acknowledges that Covered Entity has adopted an Identity Theft Prevention program as required under the Red Flags Rule [16 CFR Section 681] for certain covered accounts. If the services contemp...
	l. Insurance Coverage. Business Associate shall obtain and maintain insurance coverage against improper uses and disclosures of Covered Entity’s PHI by Business Associate, in an amount not less than One Million Dollars ($1,000,000) per occurrence, and...
	m. Documentation. Business Associate agrees to document such disclosures of Covered Entity’s PHI and PHI related to such disclosures as would be required for Covered Entity to respond to a request by an individual for an accounting of disclosures of C...
	n. HITECH Act. Business Associate agrees to comply with the applicable provisions of the HITECH Act (Section 13401 of ARRA). The HITECH Act imposes on entities covered by HIPAA and their business associates federal breach notification requirements whe...
	3. Covered Entity's Obligations.
	a. Notice of Privacy Practices. Covered Entity shall notify Business Associate of any limitation in its Notice of Privacy Practices, to the extent such limitation affects Business Associate's permitted Uses or Disclosures.
	b. Individual Permission. Covered Entity shall notify Business Associate of changes in, or revocation of, permission by an Individual to use or disclose PHI, to the extent such changes affect Business Associate's permitted Uses or Disclosures.
	c. Restrictions. Covered Entity shall notify Business Associate of any restriction in the Use or Disclosure of PHI to which Covered Entity has agreed; to the extent such restriction affects Business Associate's permitted Uses or Disclosures.
	d. Requests. Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if used or disclosed by the Covered Entity.
	e. Data Use Agreement. Covered Entity acknowledges and agrees that the provisions of section 2(d)(v) of this Agreement shall constitute a Data Use Agreement between the parties.
	4. Term and Termination.
	a. Term. This Agreement shall be effective as of the Effective Date and shall  remain in effect until such time that Business Associate no longer creates, accesses, receives, maintains or transmits PHI on behalf of Covered Entity, subject to section 4...
	b. Termination for Cause. If either party to this Agreement becomes aware that the other party has breached a material term of this Business Associate Agreement, which includes a breach by either party of any provision relating to the unauthorized use...
	i. Provide Business Associate an opportunity to cure the breach within a specified period of time and terminate this Agreement if Business Associate does not cure such breach within the time period specified; or
	ii. Immediately terminate this Agreement.
	c. Effect of Termination.
	i. Except as provided in section 4(c)(ii), and subject to any record retention provisions of the Underlying Agreement, upon termination, cancellation or expiration of this Agreement or the Underlying Agreement, Business Associate shall return to Cover...
	ii. In the event the parties mutually determine that returning or destroying the PHI or de-identified PHI is infeasible, Business Associate shall retain such PHI or de-identified PHI and extend the protections of this Agreement to such PHI or de-ident...
	iii. Business Associate's obligations under this section 4(c) shall survive termination of this Agreement and the Underlying Agreement.
	5. Required Disclosure. If Business Associate is confronted with legal action to disclose any PHI, Business Associate shall promptly notify Covered Entity and assist Covered Entity, as reasonably requested, in obtaining a protective order or other sim...
	6. Injunctive Relief. Business Associate acknowledges that its Use or Disclosure of PHI in violation of this Agreement would cause Covered Entity continuing, substantial and irreparable injury and that Covered Entity's remedies at law for such action ...
	7. Independent Contractor Status. The parties agree that in performing the Services and satisfying the obligations of this Agreement, Business Associate shall at all times be an independent contractor for Covered Entity and nothing in this Agreement s...
	8. Indemnification.
	a. Business Associate shall indemnify Covered Entity and all of its directors, officers, members, employees and agents against any and all claims, demands, losses, costs, expenses, obligations, liabilities, actions, suits, damages and deficiencies (in...
	b. In addition to any indemnity rights under section 8(a) of this Agreement, within 30 days of Covered Entity providing reasonable documentation, Business Associate shall reimburse Covered Entity for all actual costs and expenses Covered Entity incurs...
	9. Limitation and Exclusion of Liability. Notwithstanding anything in the Underlying Agreement to the contrary, no limitation or exclusion of liability shall apply to liability arising from Business Associate's breach of its obligations under section ...
	10. Ownership. Covered Entity shall be and remain the sole and exclusive owner of the PHI or any data created therefrom using any means of de-identification.
	11. Automatic Amendment. Upon the effective date of any amendment to HIPAA, including, without limitation, the Privacy Rule, Security Rule or Breach Notification Rule, this Agreement shall automatically be deemed to be amended to incorporate such amen...
	12. Conflicts. Any provision of the Underlying Agreement that is directly contradictory to one or more terms of this Agreement ("Contradictory Term") shall be superseded by the terms of this Agreement only to the extent of the contradiction, as necess...
	13. Notices. Any notices or other communications required or permitted to be given under this Agreement shall be in writing and delivered by personal delivery, overnight courier service, or registered or certified mail (return receipt requested, posta...
	14. Counterparts. This Agreement may be executed in two or more counterparts, each of which shall be an original, but all of which taken together shall constitute one and the same Agreement. Facsimiles of signatures shall constitute acceptable, bindin...
	15. No Waiver. No failure by either party to insist upon the strict performance of any term, covenant or condition of this Agreement or to exercise any right or remedy herein shall constitute waiver thereof. No waiver of any breach of this Agreement s...
	16. No Assignment. Neither party shall assign the whole or any part of this Agreement without the other party's prior written consent.
	17. Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the State of Illinois. The parties agree that any action or proceeding seeking to enforce any provision of, or based on any right arising out of, this ...
	18. Judicial or Administrative Proceedings. Either party may terminate this Business Associate Agreement, effective immediately, if
	a.  (i) the other party is named as a defendant in a criminal proceeding for a violation of HIPAA or
	b. (ii) a finding or stipulation that the other party has violated any standard or requirement of HIPAA or other security or privacy laws is made in any administrative or civil proceeding in which the party has been joined.
	19. No Third Party Beneficiaries. Nothing in the Business Associate Agreement shall confer upon any person other than the parties and their respective successors or assigns, any rights, remedies, obligations or other liability whatsoever.
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