
LOC 
09/13/18 
Item No. 11 

ORDINANCE 2 Q 1 8 - Q 9 - 1 3 - Q 7 2 6 
APPROVING THE CITY AUDITOR'S FISCAL YEAR 2019 ANNUAL AUDIT PLAN. 

* * * * * 
WHEREAS, in accordance with the provisions of Article V.A. of the City Charter, the City is required to 
have a Department of Internal Audit, which is charged with conducting audits of all city departments, 
offices, agencies and programs; and 

WHEREAS, the City Auditor is required to evaluate the adequacy and effectiveness of controls 
encompassing the City's operations and information systems, which should include reliability and 
integrity of financial and operational information; effectiveness and efficiency of operations; safeguarding 
of assets; and compliance with laws, regulations and contracts; and 

WHEREAS, in accordance with those duties, the City Auditor prepared an Audit Plan for Fiscal 
Year 2019, which was presented to and approved by the Audit Committee on August 23, 2018; and 

WHEREAS, it is now necessary to present the Audit Plan to City Council for its consideration and 
approval; NOW THEREFORE: 

BE IT ORDAINED BY THE CITY COUNCIL OF THE CITY OF SAN ANTONIO: 

SECTION 1. The Audit Plan for Fiscal Year 2019, as prepared by the City Auditor and approved by the 
Audit Committee, is hereby approved. A copy of the Plan is attached hereto and incorporated herein for 
all purposes as Exhibit I. 

SECTION 2. The Fiscal Year 2019 Audit Plan may be amended by the City Auditor if he notifies and 
obtains the concurrence of the Audit Commjttee. In the event City Council or City Management has a 
special request for assistance from the Audit Department, the request may be subject to approval by either 
the Audit Committee or the Audit Committee Chair, depending upon the urgency of the issue. 

SECTION 3. This Ordinance is effective immediately if passed by eight affirmative votes; otherwise, 
this Ordinance shall take effect ten days from the date of passage. 

PASSED and APPROVED this 13 th day of September, 2018. 

Ron Nirenberg 

APPROVED AS TO FORM: 

~ A • -

ndr~go~City Attorney 
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Agenda Item: 11 ( in consent vote: 5, 6, 7, 8, 9A, 9B, 9C, 9D, 9E, 9F, 10, 11, 12, 13, 14, 16, 17) 

Date: 09/ 13/2018 

Time: 09:48:35 AM 

Vote Type: Motion to Approve 

Description: Ordinance approving the City Auditor's Fiscal Year 2019 Annual Audit Plan. [Kevin Barthold, City 
Auditor] 

Result: Passed 

Voter Group 
Not 

Yea Nay Abstain Motion Second 
Present 

Ron Nirenberg Mayor X 

Roberto C. Trevino District I X X 

William Cruz Shaw District 2 X X 

Rebecca Viagran District 3 X 

Rey Saldana District 4 X 

Shirley Gonzales District 5 X 

Greg Brockhouse District 6 X 

Ana E. Sandoval District 7 X 

Manny Pelaez District 8 X 

John Courage District 9 X 

Clayton H. Perry District I 0 X 
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CITY OF SA.N" A.N"TON"IO 
P . 0 . BOX 839966 

SAN ANTON I O T EXAS 7 8283 - 3966 

September 13, 2018 

Mayor and City Council : 

Enclosed is the proposed Fiscal Year 2019 Audit Plan for the Office of the City Aud itor. 
The plan includes 30 performance and IT audits, 5 contract compliance audits, 7 follow­
up audits , and 1 attestation project. As in years past, the plan includes time allocated 
for potential City Council and Management requested projects. 

In developing the plan, my Office sought input from the Mayor, City Council Members, 
the City Manager, Executive Leadership Team and select Department Directors. We 
added additional input based on local government audit industry trends. This effort 
resulted in an extensive list of potential areas for audit within the City. We then 
prioritized these potential areas based on a high-level risk assessment considering 
factors such as financial impact, compliance and prior issues, and developed the 
enclosed proposed FY2019 Audit Plan. 

I believe th is plan provides adequate audit coverage across City departments and 
recognizes concerns of City Council and Management. 

This proposed plan was discussed and approved at the August 23 City Council Audit 
and Accountability Committee meeting. As required , I am now requesting approval of 
the proposed plan by the full Council. 

I welcome discussion and am available at your convenience. 

Respectfully, 

Kevin W. Barthold, CPA, CIA, CISA, CRMA 
City Auditor 

City of San Antonio 



Department 

311 

ACS 

Aviation 

Aviation 

CSEF 

DHS 

DHS 

DSD 

DSD 

DSD/ITSD 

Finance 

Finance 

Finance 

Fire 

Health 

Health 

Health 

Housing 

ITSD 

ITSD 

ITSD 

Parks 

Parks 

Proposed FY2019 Annual Audit Plan 

Office of the City Auditor 

Program/Process Audit Objective 

Determine if application controls for the 311SA Mobile App are 

311SA Mobile App adequate and information within the app is current and accurate. 

Determine if the Dangerous and Aggressive Dogs program is 

managed in compliance with State statutes and local policies to 

Dangerous Dog Permits and Inspections include permitting and inspections. 

Determine if Aviation security division operations are in 

compliance with regulations and policies and operations are 

Security Division managed effectively and efficiently. 

Determine if Aviation rental car concession agreements are 

Rental Car Concession Agreements adequately managed and City concession receipts are accurate. 

Determine if Alamodome contracts for event services are 

Alamodome Event Services adequately managed and City concession revenues are accurate. 

Determine if contract administration for the 'Youth Success' 

delegate agencies is effective to ensure compliance with key terms 

Delegate Agency Group - Youth Success of the contracts and accuracy of performance measures. 

Determine if contract administration for the 'Senior 

Independence' delegate agencies is effective to ensure 

compliance with key terms of the contracts and accuracy of 

Delegate Agency Group - Senior Independence performance measures. 

Determine if the DART program is managed effectively and 

Dangerous Assessment Response Team (DART) efficiently. 

Determine if application controls for the DSD GPS tracking system 

GPS Vehicle Monitoring System are adequate and data is accurate and reliable . 

Determine if application controls for the Acelus point of sale 

Acelus Point of Sale System system are adequate and data is accurate and reliable. 

Determine if staff travel and expense reimbursements are in 

compliance with policies and appropriately supported and 

Travel and Employee Expense Reimbursements approved. 

Determine if purchases are in compliance with policies and 

procurement guidelines with a focus on purchases less than 

Procurement $3,000. 

Determine if proper internal controls are in place to ensure the 

City's Vendor Ma ster File is reliable and disbursements are 

Vendor Master File accurate. 

Determine if inventory of SAFD PPE is adequately managed and 

Personal Protective Equipment (PPE) Inventory properly accounted for. 

Determine if processes within the Immunization Division are 
Immunization Division effective, efficient, and adequately controlled . 

Determine if the Oral Health program is adequately managed and 

Oral Health in compliance with policies and grant requirements. 

Determine if the STD/HIV Prevention progra m is adequately 

STD/HIV Prevention managed and in compliance with policies and grant requirements. 

Determ ine if the HOPE program is managed effectively and in 

HOPE program compliance with policies. 

Determine if COSA employees are using the unsecured public 

SAFreeWiFi Use by City Employees SAFreeWiFi to conduct City business. 

Determine if data loss prevention controls are in place and 

Data Loss Prevention working as intended. 

General Controls - Change/Configuration 
Determine if changes to information technology resources are 

Management 
authorized and systems are configured and operating securely. 

Determine if Summer Youth Programs are managed effectively 

Summer Youth Programs and efficiently. 

Determine if pools are regularly inspected and adequately 

Pool Inspections maintained. 
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Proposed FY2019 Annual Audit Plan 

Office of the City Auditor 

Determine if contract administration is effective to monitor 

Growden Road Vehicle Impound lot compliance with key terms. 

Determine if SAPD fleet maintenance is operating and managed 

effectively and efficiently and that performance measures are 

Fleet Operations supported and appropriate. 

Determine if terms of the Public Safety Radio System contract and 

related lnterlocal Agreements are adequately monitored to ensure 

Public Safety Radio System contract compliance . 

Determine if training and safety programs for SWMD staff are 

comprehensive and in compliance with recommended standards 

Employee Training and Safety programs and/or best practices. 

Determine if projects included in the TCI Infrastructure 

Management Plan are completed in accordance with the timeline 

Infrastructure Management Plan and project scope described in the plan . 

Determine if the Storm Water FILO Program is managed in 

Storm Water - Fee In lieu Of (FILO) Program accordance with policies. 

Determine if citizen communication s regarding TCI projects are 

Public Relations and Citizen Communications adequate and timely and citizen feedback is addressed . 

Contract Compliance Audits 

Determine if the Centro SA contract for downtown services is 

CCDO Centro SA Contract adequately managed. 

Determine if the Alamodome contracts for facility services are 

CSEF Alamodome Facility contracts adequately managed. 

Determine if the ITSD contract for Cisco products and services is 

ITSD Cisco Products and Services Contract adequately managed. 

Determine if the food service contract between Pre-K 4 SA and the 

Pre-K 4 SA Food Services Contract San Antonio Food Bank is adequately managed . 

Determine if the contracts for citywide fiber deployment are 

TCI/Finance Right of Way Fiber Contracts adequately managed. 

Follow-up Audits 

Determine if the recommendations made in the prior audit of 311 

311 Call Center Call Center Operations have been effectively implemented . 

Determine if the recommendations made in the prior audits of 

Aviation Parking Revenues Aviation Parking Revenues have been effectively implemented. 

Determine if the recommendations made in the prior audit of 

Downtown Parking Operations have been effectively 

CCDO Downtown Parking Operations implemented . 

Determine if the recommendations made in the prior audit of 

City Attorney Outside legal Counsel Billings Outside legal Counsel Billings have been effectively implemented . 

Determine if the recommendations made in the prior audit of 

Record s Retention and Archives have been effectively 

City Clerk Records Retention and Archives implemented . 

Determine if the recommendations made in the prior audit of the 
Police Detention Center SAPD Detention Center have been effectively implemented . 

Determine if the recommendations made in the prior audit of Park 

Police Park Police Operations Police Operations have been effectively implemented. 

Attestations 

Determine if monitoring and accounting for the seized and 
Police Asset Seizure and Forfeiture forfeited assets fund is in compliance with State requirements. 

Special projects Allocated hours reserved for Management or Council requests. 
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